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STATEMENT EX~LAININGHOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCI" WITH THE: FCC'S CPNI RULES

I. Customer Propriet~ry Network Inform~tion ("C~Nr')

C1'NI is defined in Seetion 222(f) ofthe Commntlieations Act as (A) inlpml<1tion relates
to the quantity. technical configuration, type, destination, and amOunt of It

telecommunieations service subscribed to by customer of a telecommunieationsearrier,
and that is made available to the carrier by customer solely virtue of the carrier-
customer relationship; and (B) information contained in the bills pertaining totelephol1e
exchange service or telephone toll re.eeived by a cllstomer a carrier (ex;eept that
C1'NIdoes not include subscriber list information).

Generally. CPNI includes. personal information regarding a nse
teleconmmnications C1'NI eneompasses information (a)
numbers called I:ry a the telephone numbers caliing a customer;
location and duration ofa consll1Iler's outbound and inbound calls,
telecoramunications and information services purchased

or her
telephone

time.
(d) the

Call detail information bovm as "call records") is a of C1'Nlthat is
particularly sensitive from!! priV!!cy standpoint and that issonght hackcrsand
other unauthorized illegitimate purposes. Call detail ally information
that pcrtains to the transmission of a speciEc telephone call. including the number called (for
outbOlU1d calls), the number from which the call was placed (lor inbound calls), the date,
time, location and/or duration ofthe call (for all calls).

n. Usc and Disdosure of CPNIlsRestrieted

The Company recognizes that C1'N} includes inIomllation
identifiable, and that privacy concerns
upon use ancl disclosure. and
inside outside the Company.

personal and indivklually

COmpany has a CPNI Compliance Oftlcer who is responsible. 1'01:
communicating with COmpany's attorneys and/or consultants regarding
responsibilities, requiremcntsMd restrietiolls; (2) supervising the training of Conlpany
employees and agents who use or have access to CPNI; (3) supervising thease, discIQsu;:e,
distribution or access to the Company's C1'NI by independent contractors.andjoitlt venture
partners; (4) maintaining records regarding the usc of CPNl i.n marketing c~lInplligns;and (5)
receiving, reviewing and resolving questions or issues disclost.lte. distribution
Or provision of access to C1'N1.



Company employees and agents that may deal with CPNI have been infonned fuat
substantial federal restrietions upon CPNI distribution and access. In orde.r be
authorized to use or access the Company's CPNI, employees and must
training with respect to the requirements of of the Communications Act the

CPNI Rules (Subpart U of Part 64 of the FCC RIdes).

Befo.re an agent, independent contractor or joint venture partner may receive or be allowed to
access or use the Company's CPNI, independent eontractor'S o.r joint venture
partner's agreement Company must eontain provisions (or the Company and the
agent, independent eontractor or joint venture partner must enter iIlto an additional
confIdentiality agreement which provides) that: (a) the agent, independenteontraetoror joint
venture partner may use the CPNI only for the purpose for which ePNl been
provided; (b) the agent, independent contractor 01' joint venture parlnermay 110t or
distribnte the CPNI to, or allow aeeess to the CPNI by, any other party (unless the agent,
independent contractor or joint venture partner is expressly and speeiticaJIy required to do so
by a court order); and (c) the agent, independent c,mlractor or joint venture parmer must
implement appropriate and specif1e acceptable to thc Company to the
confidentiality of thc O)l11pany's CPNL

III, Protection Qf CI'NI

I, 'rhc Company may, after recelvmg an appropriate written request from a customer.
disclose or provide the customer's CPNJ to the customer by sending it enStomer's
address or record, Any and alI such cnstomer requests: (1) must be made (2)mllst
ineJude the customcr's correct billing name and address and telephone llu!Ut'er; (3) must

type or types CPNI must be disclosed or provided; specifY
the time for which the CPNI must bc disclosed or provided; and be signed by
the customer. Company will disclose CPNl upon aff1rmative by the
customer to any person designatcd by the customer, but only after the talls the
customer's telephone number of record and/or sends a notilication to the address
of record to the accuracy ofthis request.

2, The Compauy will pmvide a customer's phone records or othcr
enforcement agency in ae,:,melal1ce with applicable legal rcquIrements.

CPNI to a law

3. Since December 8, 2007, the Company retaiusalJ customer and "shared
secret" question-answer combinations in securc that may be accessed by ll.u1the,riL:ed
Company employees who need such inlormation ,lrder to authenticate fue identity of
customers requesthlg calI detail information over thc tclephone.

4. December 8, 2007, Company employees authenticate all telephone requests
CPNI in same manner whether or not the CPNI consists of call detall information.
is, Company employees must: (a) furnished the customer's pre-established password
correct answcrs to the "shared secret" combinations); (b) send the tequestl;l,l
information to the postal or electronic "address ofrecord" (see defmitionabove);"



or (c) call the customer back at the customer's "telephone number of record" (sec defhtition
above) with the information,

by Company
regarding :such

OJ'

is not to share

,hSlT,hcs to rnuhiple ,Cl'Vl('"S

'nn,mmv IS ncrm'lt"d to share the
not subscribe to

5: If a C LlS10lner

the
xrpprova]

6, Whcn an existing customer calls the Company to inquire about or order new, additional or
modified (in-bound marketing), the Company may use the customer's CPNI
than calf CPNI to assist the customer for the duratIon of the customer's call
Company provides the customer the oral notice required by Sections 64200S(c)
64.2008(1) of the Rules and after the Company the cnstomer.

Since December 8, 200?, the Company discloses or rcleases detail inlbrmatioo to
customers during customer-initiated telephone contacts only when the customer a
pre-established password. If the customer does oot provide a password, detail
infbrmation is released only sending it to the customer's address of record or by the
carrier calling the customer at the telephone number of record. If the customer is able to
provide to the Company during a customer-initiated telephone call, all the call
information necessary to address a customer service issue (i.e., the telephone number called,
when it was called, and, if applicable, the amount charged for eall) without Company
assistance, then the Company may take routine customer actions related to such
information. (However, under this circumstance, the Company disclose to the
customer any caIl detail information about the customer acemmt than the detail
inl()rmation that the eustomcr provides without the customer first providing a pa;;sl'mtd.)

8. Company maintains appropriate paper and/or electronie reeords that
employees, independent contractors and joint venture to clearly establish
of each customer's Out-out and/or Opt-In appr()vals (if any) prior to use of customer's
CPNI. records include: (i) the daters) of any and all of the customer's decmed Optcout
approvals and/or approvals, togethcr with the dates of any .modiIications or



revocations such approvals; and (ii) the type(s) of
distribution approved by the customer.

use, access, disclosure and/or

9. Beforc a customer's CPNI can be used in an out-bound m2,rk"ritlP activity or campaign,
the Company's records must be checked to determine the status eustomer's CPNI
approval. Company employees, independent contractors venture partners are
required to notify the CPNI Compliance Officer of or security problems

encounter with respect to these records.

If new, additional or approvals arc necessary, the CPNI Compliance Oftker will
determine whether the Company's "Opt-Out CPNI or "Opt-In CPNI Notice" must be
used with respect to various proposed out-bound marketing activities.

10. The CPNI Compliance will maintain a record of each out-bow1d marketing
activity or campaign. (n a description of campaign; (1j) the specific CPNI that
was used in the campaign; (iii) and purposc ofthe campaign: and (iv) what products
and services were as part of the campaign. This record shall be maintained 101' a
minimum of one

II. The Company's employees and billing agents m.ay use CPNI to Initiate, render, bill and
collect for telecommunications The Company may obtain information from new or
existing customers that may constitute CPNI as paft of applications or requests new,
additional or modi fled services, lmd its employees and agents may use such tUstomer
information (without further customer approval) to initiate and provide

Company's employees and billing agents may use customer service calling
records (without customer approval): (a) to bilt customers 1<:J!' services rendered to (b)
to and disputes with customers regarding their biLls; and to pursue
legal, arbitration, or other processes to collcct late or unpaid hilts from customers.

12. The Company's COll'pIVy'C"" and may usc without customer ""t'l'''UM

proteet the Company's or propcrty, and to nrc)tec;t userS and other CllrrreJrS
fraudulent, abusive or iltegal use (or subscription tclecornmunicatiotlS service
which tbe CPNI is derived.
Because allegations ,md investigations of fraud, abuse ,md use constitute
sensitive matters, any access. use, disclosure or distribution of CPNI pursuant to this Section
must be approved in advance and in writing by the Company's ePNI Compliance
Ofllcer.

13. Company's employees, agents, independent contractors venture partners
may NOT use CPNI to or track customers who have made 10, or received calls
from, competing may the Company's employees, agents,
contractors or joint venture use or disclose CPNl personal reasons

14. Company poliey mandates that files containing CPNI be maintained in a secure manner
sueh that they cannot be used, accessed, disclosed or distributed by unauthorized individuals
or in an unauthorized manner.



partners are

15. Paper nles containing ePNI are kept in secure areas, amI may not be used, rprnmJPtl

copied in an unauthorized manner.

16. Company employees, independent contractors and joint ventnre
reemi:reci to notify the CPNI Compliance OffIcer of access or security pnlhlenls
encounter with respect to containing CPNL

or

17. The Company may permit its customers to establish online accounts, but must recluil'C
appropriate password to be hrrnished by the customer he or can access
in his or her online account. Since December 8, 2007, passwords NOT upon
readily obtainable biographical inJbrmation (e.g.. thc customer's namc, mc,II1"r's maidcn
namc, social security number or date of birth) or account information (e.g., customer's
telephone numbcr or address).

18. Since Decembcr 8, 2007, customers may obtain an initial or replacement password: (i) if
come in pcrson to the office, produce a driver's license, passport or

other government-issued idcntification verifying their .identity, and correctly answer certain
questions regarding their service and address; or OJ) if they call a specifIed Company
telephonc number £i'om their telephonc number of record, and thcn wait at that number until
a Company representative calls them back and obtains correct answers to C£\11"i,n que;,ti1)J1s
regarding their and address.

19. December 8, 2007,
ch;'lIllseS in accounts

comrJany will notify customers iml11(;d!;ately
nnvnc'v or security matters.

(If ceritain

a. The of changes that require immediate notification inelude: Ca) change or request
for change of the customer's password: (b) change or request for change of the
cnstomer's address of record: (c) change or request fbI' change of any signi1kant element
of the eustomcr's onlinc account: and (d) a or request for change to the
cn;smm(;r s responses with to the back-up means of authentication fbI' lost or
fOt'gotten passwords.

b. The noticc may be by- (a) a Company call or voicemail to the cu;,tomer'
telephone Immber of record; (b) a tcxt message to
number record; or (c) a written nOtice mailed to the customer's address
thc customer's prior address of record if the change includes a cmmg/"
address of record).

e. notice must identify only the general
changed information.

of cha11ge and must not reveal the

d. The Company employee or agent sending the notice must to
CPNf Compliance Officer a memorandum containing: (a) the name, of record,
and number the customer (b) a copy or the exact wording



of the text message, written notice. telephone message or voicemail !11c:ssage ",:m1ilW'

the notice; and (0) the date and time that the notice was sent.

20, Since December 8, 2007, the Company must provide an initial to enforcement
and a subsequent notice to the customer if a seeurity breach results in the disclosure
"",jeHner", ePNl to a third party without customer's authorization.

a. As soon as practicable (and in no event more than seven (7) days) aller the Comptll1y
discovers a person authorization or authorization) has
intentionally gained access to, or disclosed C1'N1. Company must provide
electronic notification of such breach to the United States Secret Service and to the
Federal Bureau of Investigation via a central fitcility accessed through a link
maintained by the at llit]b'f'C,f\AC~Y,l.c.<;:":g,:)",iet'!e!?J1l,

2L Since December 8, 2007, the Company will pnwide customers with access to
retail locations if the customcr prcsents a valid photo lD and the valid photo
name on thc account.

22, Since Deeembcr 8, 2007, the Company takes reasonable measures to discover and protect
against activity that indicative of pretcxting requiring C()Il1pany employees,
agents, independent contractors and joint venture to notify the CPNl COmpliance

immediately by voice, or of: (a) any suspiciilUS or call
U"',lJ1Jlg a customcr's call detail information or other CPNI (including a call the

caller fumishes an incorrcct or incorrect answer to one or "shared
secret" question-answcr combinations): (b) any suspicious or unusual attempt an
individual to change a customer's password or account intimnation (including providing
inadequate or inappropriate identification or incorrect "address or record," "tclephone
number of record" or other signifIcant service inlbrmation); any and all discovered
instances where access to the Company's electronie or containing passwords
or CPN! was denied due to thc provision of incOlTect anWi)r passwords; and (d)
eomplaint by a customer of unauthorized or usc or disclosure of his at
CPNL 'rhc CPN1 Compliance Oflker will (itrther inlbrmation in writing, and
investigatc or supervise the any incident or group of incidents that
reasonably appcar to cntail pretexting,

IV. CPNI CompIillOcc Officer

au',u""",, to the specific to and approved by the Company's
CPNl Compliance, Oflicer, independent contractors and joint venture
partners are strongly to bring any and all other questions, or uncertainties
regarding the use, diselosure, or access to CPNI to the attention CPNI
Compliance Officer appropriate investigation, revicw and extent to which
a particular cmployee or brought a CPNI matter to of the
Compliance and a material consideration in
disciplinary action brought against thc employee or agent for impermissiblc usc, disclosure
or access to CPNL



V. Disciplinary Pl'Ocednrcs

The Company has informed its employees and independent contractors and
venturc patiner, that it considers compliance with the Communications FCC
regarding the usc, disclosure, and access to CPNI to important.

Violation by Company employees or agents of such CPNT requirements will lead to
disciplinary aetion (including remedial training, unfavorable perfbrmance
reviews, probation. and termination). depending upon the circumstances the violation
(including the severity of the violation. whether violation was a time or repeat
violation, whether appropriate guidance was or received from thc Compliance
Officer. and the extent to which the violation was 01' was not deliherate or malicious).

Violation by Company independent contractors or joint venture partners of slteh ePNI
requirements will to prompt disciplinary action (up to and including remedial training
and termination of contract).
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STATKMENT OF A.CTIONS TAKEN AGAINST nATA BROKERS

A. During Calendar the has instituted the following Or
the Jhllowing petitions. against data brokers before the Federal Communications
Commission:

NONE

B. During Calendar Year 2010, the Company instituted the following proceeding, oj' filed
following petitiolls. helllu',., belDre the State of Minnesota

NONE

C. During Calendar Year CC1ml)arlY has instituted IDllowing proceeding, or filed
the IDllowing petitions, "5'''11:'' brokers before Jhllowing or state courts:

NONE
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SUMMARY OF CtiSTOMER COMPLAINTS
REGARlllNG UNAUTHORIZED RELl~ASEOF CI'NI

A. During Calendar 2010, the Company has received the following number enstomef
complaints related to unauthorized access or disclosure due to impfopt,r access
by Company employees:

NONE

"nyu "" number customer
CPNI due to

B. During Calendar 20 I0, recei ved the
complaints related to access to. or of,
disclosure to individuals not authorized to receive the irlfiJrmati,m:

NONE

C. During Year 0, the Company bas following number of customer
complaints to unauthorized access to, 01' disclosure oC CPNI due to improper accesS
to online information individuals not authorized to view the fnfilrmation:

NONE

D. During Year 20 the Company has become aware ortbe liJllowing processt's
pretexters are using to attempt to access its CPNf:

NONE


